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Compliance Matters Impacting the University of California 
And Relevant Regulatory Bodies 

Legislative & Judicial Branch 

CBO 

Copyright 
Office 

OOC 

CRO 

EAO 

US Sentencing 
Commission 

Executive Branch 

OPEIA 
ONDCP 

OIRA 

OMB 

NSC 

USDA 

OSTP 

RMA 

US Department of Commerce 

NIST 

PTO 

NOAA 

Census 

BIS 

US Department of Defense 

Army 

Army Corp 
Eng 

Navy 

Marine 
Corps 

Air 
Force 

DARPA 

DCAA 

DCMA 

DTRA 
MDA NSA 

NRO 

NCIS 

US Department of Education 

OS 

OCO 
OLCA 

OCR 

OET 

IES 

NCES 

NAEP 

OII 

OPEPD 

BS 

RMS 

OPE 

OVAE 

FSA 

WHITCU 

WHIHBCU 

OME 

OSHS 

SASA 

AAPI 

EEH 

OSERS 

NIDRR 
OSEP 

RSA 

NBES 

AIMPESD 

NAGB 

ACC 

FIPE 

US Department of Energy  

NNSA UCAR 

NLTC FERC 

EIA 

US Department of Health & Human Services 

CMMS 

NCHS 

NIOSH 

CDC 
Foundation 

CDC 

AHRQ 

FDA 

HRSA 

NIH 

IHS 

PAHAP 

PHSCC 

OSG 

FOH 

PHS 

NIMH 

SAMHSA 

US Department of Homeland Security 

OMR 

OIAGHS 

OCS 

OHA DNDO 

OPR 
HSI 

ERO 

ICE 

CBP 

CIS 

TSA 

NFIP 

USFA 

FEMA 

NPPD 

DM 

OSLLE 

OPD 

OIS 

OIA 

HSAC 

OP 

OOC 

OIA 

OWMDB 

ONL 

OR 

IHSARPA 

EML 

STD 

US-VISIT 

ORMA 

CERT 

NCSD 

NCS 

OCC 

FPS 

CBD 

BMSD 

TTO SAO 

PTO 

LRBAAO 

CO 

OT 

PEO-CIED OUP 

OCIO 
OCAO 

KSO 

HCO 

ESO BOD 
IGD 

HFD 

ED 

CCID 

IFRPD 
CCD 

PM 

OAD 

ICPO 

SPBD 

HSSEDI 

HSSAI 

SPD 

TESD 

US Department of Housing & Urban Development 

OEEO 

OSDBU 

OSHC 

OPDR 

OCIR 

OCPD 

DEC 

FHA 

OLR 

OHA 

OHHLHC 

OGC 

OFPM 

OFHEO 

OPA 

US Department of the Interior OIA 

NPS 

FWS 

BSEE 

BR 

BOEM 

BLM 

BIA 

USGS 

NMMR 

OSM 

US Department of Justice AFP 

AD 

DEA 

CD 

CRS 

COPS 

CR 

ATF 

NDIC 

NCIC 
JMD 

FBI 

ENRD 

OIP 

OCIO 

OAG 

OAAG 
NSD 

OLA 

NIJ 

CCDO 

OJS 

OJP 

OIA 

OIPL 

OVAW 

OSC 

OSOSMART 

OPA 

OPR 

OPCL 

PRAO 

TD 

US Department of Labor 

WHD 

VETS 

OSHA 

MSHA 

JC 

ETA 

EBSA 

BLS 

BILA 

OALJ 

ECAB 

BRB ARB 

WB 

OWCP 

OS 

OLMS 

OFCCP 

ODEP 

OCIA 

OCIO 

OCFO 

OASP 

OASAM 

US Department of State 

OMCTP 

BOIESA 

BDHRL 

OWRA 

BPMA 
BISN 

OCC 

OCR 

OLA 

BLA 

BIR 

NCTA 

BIIP 

BECA 

OMPRI 

FSI 
BRM 

BOBO 

BIRM 

BEEBS 

US Department of Transportation 

FRA 

FHA 
FAA 

BTS 

OISER 

NHTSA 

MA 

FTA 

RITA 

US Department of Treasury          

OIA 

OEP 

ODF 

IRS 

FCEN ATTTB 

Treasurer 

OTFI 

OTP 

US Department of Veterans Affairs 

OFR 

NARA 

FEC 

EAC 

VHA 

VBA 

FHFB 

FHFA 

FCC 

CPSC 

FTC 

OGE 

NRC 

NSF 

NASA 

NEH 

NEA 

TDA 

NLRB 

FMCS 

FLRA 

EPA 

ACHP 

USAID 

SBA 

FDIC 
USCFPB 

FRS 

OC 

OSHRC 

NTSB 
FMC 

SSA 

PBGC 

FRTIB 

USPS 

IARPA 

ODNI 

DNFSB 

CIA 

PeaceC
orps 

CNCS 

IG 

EEOC 

SSS 
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Innovation Takes a Village… 
and Strong Contracts 

Great benefits of using vendors: 
 Lowers cost 
 More robust solutions that can be 

implemented faster 
 Perform reporting functions we 

cannot 
 

And some drawbacks: 
 Vendors are responsible for 42% of 

all security breaches 
 Sell or use data without our 

permission or oversight 
 Act, but leave UC paying the fines or 

penalties 
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Harm? What Harm? 
California requires that UC contractually bind 
vendors to protect personal information. 

UC contracts outline: 
 Access, collection, use 
 Retention and disposition 
 Breaches  
 Liability 
 Protection (security 

considerations like 
storage, format 
maintenance, encryption) 

Risk-based decisions are critical. 

Source: (Cal. Civ. Code 1798.81.5(c)) 
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Be Strong, Sign a Contract  
1. Some privacy and security 

issues are not negotiable. Be 
prepared to walk away. 

2. It’s not always obvious if a 
contract relates to data:  
 Be on the lookout 
 Don’t forget about free and 

low cost services 

3. Use UC contract templates and 
negotiate as a united location 
with potential vendors 

4. Make sure it’s “good enough” 
for UC, not another University 
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Questions? 
Contact your local privacy or information security 
professional: 

Campus Privacy Officials http://www.ucop.edu/ethics-compliance-
audit-services/compliance/privacy/campus-
privacy-officials.html 

Campus Information Security Officials http://www.ucop.edu/information-
technology-services/initiatives/it-policy-
and-security/itps-members.html 

HIPAA Privacy Officials http://www.ucop.edu/ethics-compliance-
audit-services/compliance/hipaa/hipaa-
privacy-compliance.html 

HIPAA Security Officials http://www.ucop.edu/ethics-compliance-
audit-services/compliance/hipaa/hipaa-
security-compliance.html 
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